37 6 Vol.37 No.6
2011 6 JOURNAL OF BEIJING UNIVERSITY OF TECHNOLOGY Jun. 2011
( 430072)
RSA
. ECIIES( elliptic curve
isogenies integrated encryption scheme) ECIIES Elgamal
ECIIES
: TN918 TA 1 0254 -0037(2011) 06 —0916 - 05
RSA . RSA
Shor
RSA
Shor
NTRU 2" McEliece ° \HFE
( hidden field equations) 6 ! ;
8
ECHES( elliptic
curve isogenies integrated encryption scheme) . ECIIES
1
1.1
E:y’=x"+ax+b a beF, F, D_ Frobenius
U={E(F,)} F, U Jj- U
’ #U=h, h, Q J/D_)  Hilbert
U 2
E - J L~ J=
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d(XJ) = 1] (X-j(ar))
i1
F, I- 9
D, 9
D, ! ( : ) -1 U 2 - U
l- #U U l- ( single
D
isogeny cycle) . 1, #1 ( lﬂ ) =1 I, -
1
U
D .
1 U ( ) (Tﬁ) =1 [ - ( isogeny star) .
U -
10
S L={l} Elkies F={m} Frobenius l.el Z/1,7
2 R Z{ri} r; l,‘ - i
A={a;} B={b} AB ={a; +b;} AB = BA.
1.2
1) O(n)
2) 0(/n).
3) 11 0(¥p) .
(X j) =0. q
El_’d)zl( X ]'E]) 20_’j52—’E2_’¢12(X ]Ez) 20_’j53_"°'
d(X)) =0 j !
F, 0(/n) =0(p) log p
2 ECIIES
2.1
Fp; Einit: yz =x3 + Qi X + binit Ainiy binit € Fp;
d; Elkies L={1} 1<i<d; Frobenius l,elL F={m}
1<i<d; k {r} -k<sr<k

KDF: ANSI -X9. 63-KDF; MAC: HMAC-SHA 1.
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918 2011
2) Epub = Rpm( Einit) ( Ao bpub)
2.2
ms m
1) Ren(‘ Renc = { 0 O A 0} Renc;
2) E..=R.(E,);
3) C=R.(E.);
4) t=KDF(j,,. s) ¢ 1);
5) C, =m@®t;
6) C"ﬁ = MAC( Cl CZ jen(:) ’
7) c=(C, ¢, Cy).
2.3
$ C,
1) C Cl Ee’nc szm( Cl) ;
2) C; =MAC(C;y G, j) ;
3) 1t =KDF(jZ. s) t ;
4) m=C,Pt"
3
3 ( one-wayness OW) .
( indistinguishability IND) ( non-malleability NM) .
( chosen plaintext attack CPA) ( chosen cipher attack CCA1)
( adaptive chosen cipher attack CCA2) . CCA2
IND-
CCA2
IND-CCA2 .
1 ECIIES 1-(1/2* + q,6 +1/2°) ( knowledge
extractor KE) q,t 4,9, F oy
; 5 Fp ; )\ NS
( message authentication code MAC) ( key derivation function KDF) .
B ECIIES KDF  MAC ENC
( encryptor) . 9% 9, 9. - TT, B KDF  MAC
ro={(k K) (k K) (k, K )}
Ty ={(h, H)) (h, H,) ( 0 ay }
n B ENC ko R(E.) Jj- . B

c=(C, C, C;). KE"

init

it 1m, mCE

m &
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For i from 1 to ¢,
Ifjcl :jRi( Einid)

For [ from 1 to g,
IfC || C, ||k =h,and C; =H,

Then m = C, K, and break;

else m«—e¢
else m«—eg
return m
KE Fail KE m#D,(C).
R £, c, J=insy m = C@KDEG) h=C, | C, |
w B KDF j U B MAC h .
B h KE KE & KE C
C, =MAC(h). n Cc’ C,
C=Cen. T, MAC( k) h MAC( h)
Pr MAC(h) =C, =1/2".
B g h j F,
q,6(6 F, ).
h j KE e KE c
: U] KDF( /) ] h
q,0 T, KDF( ) j KDF( )
Cc 1/2'.
w U KE KE

Pr Fail =Pr FaillU Pr U +Pr FaillWAU Pr WAU +
Pr FaillWAU Pr WAU <1/2" +¢,6+1/2°

KE KE q,l-
2 ECIIES  IND-CPA
. CPA ECIES Elgamal
Elgamal IND-CPA B
1 ECIIES IND-CCA2
1 2 ECIIES 1 IND-CCA2
4
ECIIES ECIIES  IND-CCA2
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Publickey Cryptosystem Based on Elliptic Curve Isogenies

HU Jin HE De-biao CHEN Jian-hua HUANG Yin
( School of Mathematics and Statistics Wuhan University Wuhan 430072 China)

Abstract: To the question of the mathematical problems of RSA publickey cryptosystem and elliptic curve
cryptosystem can’ t be against quantum computer a mathematical problem suitable for constructing publickey
cryptosystem is proposed: computing an isogeny between the given elliptic curves. The computational
complexity for solving this problem is exponential. The problem is hard for solving with a quantum computer. A
publickey cryptosystem scheme named ECIIES is proposed for an isogeny crypto system. ECIIES which based on
the basic Elgamal scheme can be against chosen ciphertext attacks by using a MAC function about intermediate
variables and ciphertext. At last the scheme ECIIES is proved to be IND-CCA2 security in the random oracle

model.
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