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PKI(public key infrastructure) 36 A 41 BRI . CA(certificate authority) FIAIEH 0>,

HE 863 T RIELELFM PKI XA, FRAKT PKIGELZ LT E(BRILEEESEIURSE
£V 6), FRMBRTHTFESFPEELEX —HO0EE, Y REBTFERFBERUREBEAMWERE
P TEEANEMAESER.

WETEESAFTFHITM EGEMBRINERRBEES. BT PKINN BT RAECLERIFHBER
2ERMPKIKZAATH ERTRESAFR#ETHNEXGHRAEEHEY D, AXHFEHT —HET
PKI/CA#IM LT EES NG ALK H ZREMHETRE.

1 AR PKI

1.1 PKI/CA Ry

PKI M\EAR ERRT ML BEFLZLEMER. CANZE BEIMBE RBAREESINAEBRRTRH
EEENE. B, RHRHPKI/CA”. NEEHEERE, suAH) PKI B S MRSM . IEH 0 (certifi-
cation authority, fJ#R CA) ; 1¥ it 7 > (registration authority, fRIFR RA) ; iE B FFH #H (certificate holders) ; i
F (client) ; IE 45 FE (repositories) ; %F.

£ PKI/CA # BAREE o1, 3X 5 N3RS a4 AR Wy T B AT A N 4, AR 2, 7E S LB PKL/
CA 1, IEB PO 4 i 2 H A S . DIFIES Bi% 0/ PKI/CA HE AR AR & EERE
BT MBEMBRE BFELRMELRIE.

1.2 EF PKII¥FELEAR

ETF PKIMBE FEEEHRERTFEL", B TFELAN —FRERRX. PKITRESHM ELLZ2R
%, MINIEYE R REHE BOIR SE B AT B iAME, KA BT ERARIRFEATEAR.
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PKI B LHATHIM R CA, PKI EZME LT ERE CAERMEFIES, it PKI RS ML
IEYE B SR B REERUR AT &AYE . FIRHER AR5 2 X R A FL G 04T DN/ R 8, 36 7= 4 X
BFEXHELARRIEES. HFELRMNALFTEEANEMESHEER —RINFSTERRBANR
HFEBEHTES, RAEHNEELNPE ; XIHBEFANZELETHITHARIE, HERIEHERERT
TEAMEERIELE LN . ZER T EVERKWE PKI BABFFH#HTNE, HEZHTEN
PKI A #4738 SGAGE, tiE F T EBE R A T 3 R L i 22 2 A GE A A5 4 134
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2.1 PKIigit

1R ESEAFSEEAFERT S REWMEHEING. EBHEERETIBAE 5 MY,
1) AAREEE. BiFAEA TR CARIES,

WRIE, TEHHIE BB SSL 5IRE B TE
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MBS, HERGRFEER PR E X ER, HE T
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MAMAGERT, APUEHEEEETERE RA MR
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2) ERFHLHISE AR B ERELA AR R 5 ik
PBZEHABPAOESZSH. EWMVUBBRERS B 1 R4 PKIRHMEHRINE

RA REG 2522 B ¥ SSL £ 2 # {8, RA RS X #1E Fig.1 System network topology based on PKI
BT ™A R B AE, BB BRE RO BCFES

1 IP Huht . #/E R HE R RA REPHHIFER, B H P E BRI, B, B ML E R
B

3) INEREFRIEH. RAF CAERAPHIE CARERFRNBERFLE, FRIEREANETE
%, R R E N RIES, CA RELSHIHTEES. EBPRAXTANAEZCAHSHER, W
A P—RAE R IEBFEEN LS GEHARELL B %

4) RBIES. IEPERERE, CA KIERH 1P B RRSFHFLRME B RW WK S . ERVIHRER
BAEEA, FRMES AP RS FHS B, HE AR E ML TEE CHBFES.

5) TEHRABGES. A6 AIESBRIEN OGN KRR EM ML, A B CWIEHFIS . B0E, A
Frps R R A B A A U 3R, oA MBS T B A ZOE B A A R RAIERFE S, RERE T M
RN KRR A BB R THA P HBFIES, M BRFIEBH B EEYEAN K USB Key F.

HRWIEMZLE PR SRERS SR ReRERS S BB LA O Web IR 5 8%
Z 0, 5REFPRBLMFEY, RIEE BN REE. KLRBRSSFRMFHERRSOURE
BRI, BEIEB AR ARE. AEREALR D, Z2RERSFEEBRERREZTHL
FER L K CARIES, UBIEAZEIEH oy H 3.

2.2 BARFR

BTMEENEPHTRIHRIE, #E P HRRTE. A5, FFERESAF M ERT LEEK
PHBFTEERS. EEAAM RS RGEZE B, SR HEH R LEBREM S0 RS R &
EATHRETIRSEBIRT, BEIT RN RTNE FRITKF EUFERARE AR ALK, k.
R, HEEAFRX MR SBERBEMERITEERZA BTN EEEX 5T & 89 E € W
H, 87N LRSS FELBERXGEREREFRITEEERARS AR HMY. HiiRNE 2
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2.3 THHRFH

LR RERERSAFARFRN EHBTREMEIME, A G RERA LN R FITH . LR#”Y
REE RMEARZSTH, B FRBEATFETFUABRIXEEM EXS. BEEBAARMNA
RE[/MBICE P (TARE HERENXSED, M EXH REEEET 12EE F 83 B VLH (EJB H
A IMS B XML i) 5B OHX BREE REHTEN. W 3 IR, REKERRS HEEN EE
HRZGRZEMENREERRE.
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Fig.2 Flow chart for online transaction of Fund Company Fig.3 System framework chart

MEXZGRACITNEXFUFLABERRE IMAMXEXTFEEOLERE 2 WONE. MEX
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FEARTELAMERTREORZLER PKIG AR TELMEERN T, ﬁ?ﬁﬁ%giw_t
BRITAZEEHN EXHGTE.

2.4 XBHRLM
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AP LR MERLAERMAEKERNEBRORAR R E, ﬁl?%ﬂii"é%ﬂﬁﬁ EN#TEE, FRBLR
WO T Y IEIE # K pLA o).

55, M ERITHELBTELTUSHMITHLL USB Key FPEH, LA XRBE—LTRT
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BB BRI MENEL G- ERTFEXE Fig.4 Data exchange between Band amd Fund Company
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AEXAHMET PKI/CAMM EBITERSAAELLFRERAFUTILFEMRA.

1) RAFARSATMRITENANKBEFTE, RUEHTERE, FEAUEHLE T RE
RS H.

2) EBVRATES A RIFIKIIAE, RE 0 VT H IR LR iy SC it Y & RIFE ThRE .

3) IR e [ K 43 40 5% < ) B bk B (]

4) ZREMELEHAFERSVNHENLZL2URRFE BSAR ATEE -SHIrENEE.
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Implementing a System of Online Transaction Between the Internet
Banking and Fund Company Based on PKI/CA Technology

ZHANG Shu-jie', PAN Xing-ging', LI Jian®
(1. College of Computer Science, Beijing University of Technology, Beijing 100022, China;
2. Bank of Beijing, Beijing 100031, China)

Abstract: At present, the system of using PKI(public key infrastructure)/CA(certificate authority) technolo-
gy in the online transaction between Internet Banking and Funding Company is quite few. In order to adapt
the increasing business requirement of bank and fund company, after a long-time research on PKI/CA tech-
nology and Internet Banking System, this paper presents a solution to implement on-line transaction between
Internet Banking and Fund Companies by using the PKI/CA technology. This solution has realized a scure
data transmission by digital signature and encryption, guaranteed the information security of customers’ . And
it has made the transaction more convenient and faster, satisfactorily met the demands of the system by mod-

eling the workflow.

Key words: public key cryptography; information technology; digital signature; security of data; internet

banking; online systems



