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Optimal Steganography Based on Fis her Infor mation

SUN Yi-feng'?, LI U Fen-lin'» WANG Fei’, ZENG Ying'
(1. Institute of Information Engineering, Information Engineering University, Zhengzhou 450002, China;
2. Institute of Electronic Technology: Information Engineering University; Zhengzhou 450004, China;

3. Department of Information Equipment, Institute of Equipment Command and Technology, Beijing 101416, China)

Abstract: This paper proposes an optimal steganography framework based on Fisher Information. An embedding
algorithm is designed to solve the optimization problem whose objective is minimizing the Fisher Information of a
steganographic system. The Fisher Information is the quadratic form of the embedding transferring probabilities.
The problem of optimal embedding transferring probabilities is solved by quadratic programming. Then the
optimal LSB matching algorithm, which is an instance of the optimal steganographic algorithm, is given. The
experimental results show that the Fisher Information of the optimal LSB matching is smaller than that of the

conventional LSB matching and the security of the optimal LSB matching is better.

Key words: steganography; security; information hiding; quadratic programming
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